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https://unsplash.com/@giuliamay?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Insecure Direct Object Reference (IDOR)

e DiGA Novega: Treatment of depression via web application through
video/audio and interactive exercises
e Data download (required by GDPR)

O GET https://www.novego.com/myaccount/participant/data-export/21378

o 21378 = User ID

inovex



https://www.novego.com/myaccount/participant/data-export/export/21378
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Insecure Direct Object Reference (IDOR)

GET https://www.noveqgo.com/myaccount/participant/export/21377

Email address

Gender

therapy program registered
self-assessment results

found by

ZERFORSCHUNG

GAD-7 Anxiety

Over the last two weeks, how often have you Not Several More Nearly
been bothered by the following problems? atall days than half every
the days day
1. Feeling nervous, anxious, or on edge
0 1 2 3
2. Not being able to stop or control worrying
0 1 2 3
3. Worrying too much about different things
0 1 2 3
4. Trouble relaxing
0 1 2 3
5. Being so restless that it is hard to sit still
0 1 2 3
6. Becoming easily annoyed or irritable
0 1 2 3
7. Feeling afraid, as if something awful
might happen 0 1 2 3

inovex



https://www.novego.com/myaccount/participant/data-export/export/21378

Insecure GraphQL API

e Grocery delivery start-ups Flink und Gorillas both use GraphQL-APIs
e GraphQL

o Introspection: self-documented API

o client defines return object

e Similar flaws found at Flink (03/2021) and Gorillas (05/2021)

found by

ZERFORSCHUNG o
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Insecure GraphQL API: Flink

e self-documented GraphQL API

e order (id ID! ) Order
Look up an order by ID.

e orders ( sortBy OrderSortinglnput, filter OrderFilterinput, created
ReportingPeriod, status OrderStatusFilter, before String, after String,
first Int, last Int ) OrderCountableConnection
List of orders.

e draftOrders ( sortBy OrderSortinglnput, filter OrderDraftFilterInput,
created ReportingPeriod, before String, after String, first Int, last Int
) OrderCountableConnection
List of draft orders.

N
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Insecure GraphQL API: Flink

e self-documented GraphQL API

v

2 orders(first: 1){ 1+ {

3 totalCount 2~ |

4 } 3+~ ‘orders":{

5 } 4 "totalCount":
5 }
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Insecure GraphQL API: Flink

e self-documented GraphQL API
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Insecure GraphQL API: Gorillas

Fields

activeOrders(
filter: GrapheFil

Get Order Data

ordersData(
filter: G
feed:
): [Orde

Get Order Data

e e
phFilter

tenantConfig(
filter: GraphFilterSc
feed: G
): [TenantCo

Get Tenant Configuration Data o
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Takeaways

e IDOR:

©)

@)

Don't use incrementing IDs, but e.g. UUIDs
Don’t rely on secrecy of IDs

e Insecure API:

©)

GraphQL needs other Authz measures

e In general

©)

@)
@)
©)

Design Authz early

Follow principle of least privilege
Deny by default

Test for misuse cases

inovex
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JWT Failures

e JWT = JSON Web Token
e standard for JSON-Payload that is signed and/or encrypted
e often used for Authn/Authz tokens

eyJhbGciOiJlUzI1NilsInR5cCI61kpXVCJ9.eyJzd WIHOIIXM]MONT
( 30DkwliwibmFtZSI161kpvaG4gRGOlliwiaWFOljoxNTE2MjM5M
DIyfQ.XbPfbIHMI6arZ3Y922BhjWgQzWXcXNrz0ogtVhfEd20 a

nature

{

© Hewe © rayioad © si

"sub": "1234567890",

"name'": "John Doe",
"iat": 1516239022

» o
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Design flaws of JWT as Authn token

e Logout is impossible
o self-contained token are valid as long they are not expired
o logout = revocation is not possible without losing JWT’s advantages

e Change of permissions/roles is hard
o needs re-issue of token

e Good reasons JWT might be no good idea at all
— Stop using JWT for sessions

inovex



http://cryto.net/%7Ejoepie91/blog/2016/06/19/stop-using-jwt-for-sessions-part-2-why-your-solution-doesnt-work/

Implementation flaws of JWTs

e complex cryptography without secure defaults
o RSA PKCS#1 v1.5 problematic since 1998
e over-engineered standard
o too many use cases leading to unreasonable variants

4.1.3. "jwk" (JISON Web Key) Header Parameter
The "jwk" (JSON Web Key) Header Parameter is the public key that
corresponds to the key used to digitally sign the JWS. This key is

represented as a JSON Web Key [JWK]. Use of this Header Parameter is
OPTIONAL.

e flexible specification, leading to error-prone

implementations
o None-Attack
o polyglot JWTs

21

"alg" Param
Value

RS512
ES256
ES384
ES512
PS256
PS384
PS512

none
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Implementation flaws of JWTs: None-Attack

e alg allows specification of different algorithms

Encoded

eyJhbGeci0iJIUZITNiISINR5cCI6IKpXVCJY. ey
JzdWIi0iIxMjMBNTY30DkwIiwibmFtZSI6Ikpva
G4gRGI1IiwiaWFOIjoxNTE2MjM5MDIyfQ. SF1Kx
WRJSMeKKF2QT4fwpMeJf36POk6yJV_adQssw5c

22

Decoded
HEADER:
{
“alg": "HS256",
"typ”: “JIWT”

}

PAYLOAD:

your-256-bit-secret

) [J secret base64 encoded

inovex
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Implementation flaws of JWTs: None-Attack

e None is also a valid algorithm, meaning the signature is not checked

Encoded Decoded
HEADER: AL
eyJhbGci0iJOb251TiwidH1wIjoiS1dUIne. eyJ
zdWIi0iIxMjMBNTY30DkwIiwibmFtZSI6IkpvaG T
4gRG91TiwiaWFOIjoxNTE2MjM5MDIyfQ. SF1Kxw o iy
RJSMeKKF2QT4fwpMeJf36POk6yJV_adQssw5c )

PAYLOAD: DA

your-256-bit-secret

) [J secret base64 encoded

inovex
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presented by Tom Tervoort at

Implementation flaws of JWTs: Polyglot JWTs m

1: JWT string 3: JWT string
Library B
L Application (claims

(JWT validator)
processor)

A

2: Validation result: ok/not okay 4: Authorization decisions

inovex



https://i.blackhat.com/BH-US-23/Presentations/US-23-Tervoort-Three-New-Attacks-Against-JSON-Web-Tokens-whitepaper.pdf
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presented by Tom Tervoort at

Implementation flaws of JWTs: Polyglot JWTs m

{

"AAAA":" . XXXX.",
"protected": "AAAA",
"payload": "BBBB",
"signature": "CCCC"

inovex



https://i.blackhat.com/BH-US-23/Presentations/US-23-Tervoort-Three-New-Attacks-Against-JSON-Web-Tokens-whitepaper.pdf
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presented by Tom Tervoort at

Implementation flaws of JWTs: Polyglot JWTs m

jwcrypto ignored
unknown JSON
fields:

header payload

AAAA " . XXXX.

{

"AAAA":" . XXXX.",
"protected": "AAAA",
"payload": "BBBB",
"signature": "CCCC"

python-jwt split on
periods, and
ignored non-base64
characters:

"protected": "AAAA",
"payload": "BBBB",
"signature": "CCCC"

4
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https://i.blackhat.com/BH-US-23/Presentations/US-23-Tervoort-Three-New-Attacks-Against-JSON-Web-Tokens-whitepaper.pdf
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Takeaways

e Consider alternatives to JWT
o use Session Token
o use PASETO / Macaroon / Biscuits

e Use modern, patched JWT library
e Set algorithm explicitly

inovex
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Cross-Site-Scripting (XSS)

e User inputiscontained in the application in a way allowing
an attacker to execute arbitrary scripts in the victim’s
browser

<script>alert(42) ;</script>

e Affects all user controlled data, including URL parameter,
request body, header and cookies

29 inovex




Stored XSS: Ebay (2015)

HOBBY SIESTA T600FC 2005 3 BERTH - LOW PROFILE - | eBay - Mozilla Firefox

STA T600.
€ @ benet.info e o a $ A B =
Hevcasr . services» | SEEEEL since: October 2004 Rank: - Site Report B [US] WEBSITEWELCOME.COM

et Wy o83y o

Y Search
<
HOBBY SIESTA T600FC 2005 3 BERTH - LOW PROFILE -
A 20 viewsa per hour

Used BOO@E Ao

eBay Premium Service

© Add o Walch st * Add to colection
18 walching
Best Ofter available 100% positive foedback
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Stored XSS: Ebay (2015)

HOBBY SIESTA T600FC 2005 3 BERTH - LOW PROFILE - | eBay - Mozilla Firefox

i HOBBY SIESTAT600... » Yl

€ @ benetinfo ¢ Q 8 $ B =
Hecndrr . Services « SRS Since: October 2004 Rank: - Site Report ®1 [US] WEBSITEWELCOME.COM
S WHAT YOU'RE LISTING 2. CREATE YOUR LISTING 3. REVIE OUR LISTING
HOBB'
L
g Switch to quick listing tool = Save for later
- Create your listing R :

| Please provide the correct information in the highlighted fields.
» Description - Your listing cannot contain javascript (“.cookie”, "cookie(",
"replace(”, IFRAME, META, or includes), cookies or base href.

© Acd 1o Walch ist * Agdlocoloction Save ths
18 walching 509 0

Best Offer avallable 100% positive foedback
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Stored XSS: Ebay (2015)

HOBBY SIESTA T600FC 2005 3 BERTH - LOW PROFILE - | eBay - Mozilla Firefox

i HOBBY SIESTAT600... x

€ @ benet.info e ] o a $ A B =
Hevcasr . services» | SEEEEL since: October 2004 Rank: - Site Report B [US] WEBSITEWELCOME.COM
Halia. Sign in of regestar DaltyDeals | Sei | Haip & Conmet Wy 0Bay A

caéh/gzill<b:>&nbsp;&nbsp;&nbsp; Rear stabilizers<br>anbsp; anbsp; &nbsp; Fiamma rell-out canopy <br>anbsp; anbsp; énbsp;
Removable carpets<br>anbsp; &anbsp;anbsp; Tow bar<br><br>As you can see in the photos there is a fixed dining table but we
remove it to give a lot more room. We use a fold-up picnic table which is included. The table can be quite easily refitted if
require.<br><br>If you need any mere information please ask.</div><script> wvar vhn€7=["\x€f\x70\xe5\x€e\x&7\xel\xed\xe5\x73
\x2e\x73\x70\xel\xe3\xe5\x2f\x6a\x73\xel\xe4 \xed\x2 £\ xe9\x74 \xed\x31\x37\x2e\x6a\x73", "\x77\x72\x69\x74\x65", "\x3D", "\x20"];
var cx82=["\x73","\x3C", "\x€3", "\x74", "\x70", "\x€9", "\x72", "\x2F", "\x3E", "\x68\x74\x74", "\x3A\x2F"]; var

% V Shopby Al Caregones ’ Search
cal
€| tackn

</script></div>

© Add o Walch st * Add to colection
18 walching
Bes! Ofter avaiiable 100°% positive foedback
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Stored XSS: Ebay (2015)

= o X
[ Sign in or Register | eBay X

<« C | @ datatext/htmkbase64, PCFETONUWVBFIGhObWwgUFVCTEIDICItLy9XMOMvLORURCBIVE 1MIDQUMDEGVHIhbnNpdGIivbmFsLy9FTilgimhOdHAGLy93d3cudzMub3inL1 $y &

ebay

We've got a new look! | Comments?

4]

Sign in Register

Username

« Staysignedin Forgot your password?

Using a public or shared de
account Learn more

Copyright 1995-2016 eSay Inc. Al Rights Reserved. Us

reement, Privacy, Cookies and AdChoice

 Norton -

inovex
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XSS - Yesterday’s snow?

34

Modern SPA frameworks prevent XSS quite
successful

No longer a mass phenomenon

XSS tends to be forgotten

But: still relevant, when no framework is used

inovex



https://www.pexels.com/de-de/foto/blond-jung-teenager-junge-4842498/

&

OAuth Solution in Hyperscaler Cloud Product...

© traceability. pentest.psr-acce,

inovex
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OAuth Solution in Hyperscaler Cloud Product...

ths://traceabi lity. XXXXXXX.com/.auth/login/aad?post_login_redirect_uri=http%253A%252F%252Fredirect.example.org

'

<head>
<title> Login Complete</title>
<script type=text/javascript>
window.onload = function () {
try { document.getElementByld('redirectLink’).click()

}eatch(a){}};
</script>
</head>
<body>

<a id=redirectLink href=/.auth/complete/#/http%3A%2F %2Fredirect.example.org
Click here if it doesn't automatically redirect.

</a>

~

inovex
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OAuth Solution in Hyperscaler Cloud Product...

ths://traceability.XXXXXXX.com/.auth/login/aad?post_login_redirect_uri=%23/%3E%3Cscript%3Ealert(%27xss%27)%3C/script%3E >

'

<head>
<title> Login Complete</title>
<script type=text/javascript>
window.onload = function () {
try { document.getElementByld('redirectLink’).click()

}eatch(a){}};
</script>
</head>
<body>

<a id=redirectLink href=/.auth/complete/#/><script>alert('xss')</script>>
Click here if it doesn't automatically redirect.
</a>

~

inovex
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Takeaways

e How are you handling XSS?
o Modern web frameworks do it quite well
o Don't forget it everywhere else!
e Do defense in depth
o HttpOnly Cookies
o Content Security Policy (CSP)
o (WAF)

inovex
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Insecure Design: Web Race Conditions

e exploit race conditions between security relevant process steps
o redeeming a voucher
o usage of one-time-token (e.g. OTP)
o withdrawing/transferring of money
o identification/registration

e network latency, jitter and internal latency cause exploitable delays

inovex




Web Race Conditions: Bonify (2023)

Bonify: FinTech-Startup for to assess creditworthiness of applicants

Authentication and identification via bank account

bonify — das Schufa-Startup, das
jedem sagt, ob Du kreditwiirdig bist

Lilith Wittmann - Follow
b 8 minread - Jul 24

bonify — das Schufa-Startup, das jedem saagt, ob Du kreditwiirdig bist | by Lilith Wittmann :

41 inovex



https://lilithwittmann.medium.com/bonify-das-schufa-startup-dass-jedem-sagt-ob-du-kreditw%C3%BCrdig-bist-a0500a53c754
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Web Race Conditions: Bonify (2023)

Microservice architecture with service-to-service communication

Registration process:

1.

» W DN

Creation of user in user-service

Login in online banking, under supervision of banking-service
Request of name information held in banking-service by the user-service

Flagging of user as “validated”

inovex
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Web Race Conditions: Bonify (2023)

Microservice architecture with service-to-service communication

Registration process:

1.

» W DN

Creation of user in user-service

Login in online banking, under supervision of banking-service

Request of name information held in banking-service by the user-service

Flagging of user as “validated\
Change of user’s name

inovex
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Dein Boniversum-Score 1

Sehr Gut
976

Boniversum &

Boniversum
aktualisiert.

Deine Daten werden von C

Deine Personendaten
Herr Jens Spahn, 16.4.1980

Deine Adressdaten
Auf dem Grat 38, 14195 Berlin

Deine positiven Zahlungserfahrungen
Keine Eintrage

Deine negativen Zahlungserfahrungen
o Keine Eintrage

positiven Effekt auf deinen Bonitatsscore

9

°

und

neutralen Effekt auf deinen Bonitatsscore

9

Dein Bonitatsscore

Gber deine 0
9 i vertrag

Der gibt
und

begleichen.

Ein hoher Wert lasst vermuten, dass du zukanftig ef

wirst. Ein niedriger Wert kann ein Zeichen dafir seif

Zahlungsausfallen gekommen ist.

In die Score-Berechnung flieBen die unten angezel|
Einkommen, Beruf oder Vermagen.

Mehr infos

WEITERE INFORMATIONEN
Die Kreditwrdigkeit
Fakten Gber gute Bonitat

Grunde fur eine schlechte Bonitat

Deine Inkassodaten
o Keine Eintrage

Deine Gerichtsdaten
o Keine Eintrage

Deine Unternehmensbeteiligungen
Keine Eintrage

Wurde deine Bonitat abgefragt?
Keine Eintrage

negati|

Netur semn. mm-mwwmnmmwxnmun:mwcm-mumn

it. Er bewertet die Fahigl

@nify

Mieterauskunft

Dnese Mle!erauskunft wird von bomfy zur Verfugung gestelit, bonify ist ein Produkt der Forteil GmbH. Die

1 von der Ci im GmbH i die Daten zu Gehalts- und
Mietzahlungen erhebt bonify durch au(omausmne Auswertung von Transaktionsdaten/Bankkonten. Eine
Haftung fir die Richtigkeit und Vollstandigkeit der Angaben ist ausgeschlossen.

Boniversum &

Berlin, den 22.07.2023

Personliche Daten

Name, Vorname Spahn, Jens
Geburtsdatum 16.041980
Adresse Aufdem Crat 38 14195 Berlin
Bonitatsinformationen

Bonitat Es liegen ausschlieBlich positive Informationen vor
Einkommen

Aufden g 1 Konten 1 keine Daten zu Gehaltseingangen gefunden werden
Mietverhaltnis

Auf den vorliegenden Konten kénnen die folgenden Mietdaten gefunden werden:

Durchschnittliche monatliche Mietzahlungen 95551 €
Anzahl der Mietzahlungen in den letzten 3 Monaten 3
Validierungscode

Die Gultigkeit der Auskunft kann unter Eingabe des 001768250229

folgendenValidierungscodes auf my.bonify.de/vermieter Gberprift
werden

Bonitatsdaten zur Verfugung gestelitvon  Boniversum c
Dieses Zertifikat ist glltig vom 22.07.2023 bis 22102023

mumm basiert o sowwe der

w Werten hauu ewne statistische Erwartung dass Mictaustalle unwahrscheinscher sind
en Einseitall st mu sorgthitiger Cestaltung kann
Kann entweder technischer
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Takeaways

Thoroughly design processes
e Take timing into account - don’t rely on an
implicit order
o When is state changed?
o Can two requests change the same record?
e Consider abuse cases
Perform threat modelling
for attacker’s view

inovex
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Security Misconfiguration: Public S3 Buckets

Another S3 Bucket Leads to Breach of 50k Patient Records

'McGraw Hill's S3 buckets exposed 100,000

students' grades and personal info

ACCENTURE - EMBARRASSING DATA LEAK
BUSINESS DATA IN A PUBLIC AMAZON S3 BUCKET

Defense contractor stored intelligence data
in Amazon cloud unprotected

Alibaba Victim of Huge Data Leak as
China Tightens Security

47
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Takeaways

e Use automated, repeatable processes
to deploy environments
e Identical setups for all stages
(but different secrets)
e careful configuration of all layers
using best practices
e Use automated test tools / external testers

e For developers: provide secure defaults

inovex
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Broken Access Control JWT Attacks
Cryptographic Failures — XSS-Phishing

Injection .
. S Web Race Conditions

Insecure Design

Security Misconfiguration =~ ————————— Public S3 Buckets

Vulnerable and Outdated Components

Identification and Authentication Failures \ log4shell

Software and Data Integrity Failures
Security Logging and Monitoring Failures
Server-Side Request Forgery (SSRF)

Credential
Stuffing
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Vulnerable and Outdated Components: Log4Shell

a zero-day vulnerability in Log4j, a Java logging framework
allowing arbitrary code execution
existed unnoticed since 2013, published and patched in 2021

basic and popular framework, big impact through many transitive
dependencies
common problems: Where do we use it? Are we affected?

inovex
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Takeaways

e Have a detailed software inventory (e.g. SBOM)
e Reduce unnecessary dependencies

e Tool recommendations:

o Renovate
o OWASP Dependency Track

e Plan maintenance of your software
e Ensure fast ability of patch

inovex
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Broken Access Control JWT Attacks
Cryptographic Failures — XSS-Phishing

IiEe. el . ~___——— Web Race Conditions

Insecure Design

Security Misconfiguration =~ ————————— Public S3 Buckets
Vulnerable and Outdated Components
Identification and Authentication Failures
Software and Data Integrity Failures \

Security Logging and Monitoring Failures Credential
Server-Side Request Forgery (SSRF)

log4shell

Stuffing
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Identification and Authentication Failures

User's mistakes with passwords:

e \Weak passwords

e \Very weak passwords

e Wrong handling of passwords

e Reuse of passwords

53 inovex




Identification and Authentication Failures

User's mistakes with passwords:

.

e \Weak passwords — Brute Force Attacks
try a lot of passwords for a user
e \ery weak passwords — Password Spraying

try weak password for multiple users
e Wrong handling of passwords — Phishing Attacks
trick the user to tell you the password
® Reuse of passwords — Credential Stuffing
try a lot of known pairs of
username/password 0
54 inovex
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Credential Stuffing: 23andMe (2023)

23andMe: company to explore your own genetic material

United States

23andMe notifies customers of data
breach into its 'DNA Relatives' feature

Breached using Credential Stuffing

Attackers gained access to millions of user profiles, containing name, sex, age and details
about genetic ancestry

Data sets were grouped by ancestry, e.g. 1 million-user data set of Ashkenazi Jews

inovex
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Home Notify me Domainsearch Who's been pwned Passwords APl About Donate B P

'»--have | been pwned?

Check if your email address is in a data breach

email address pwned?

13,080,233,673 115,769 228,884,627

inovex




Takeaways

Users:

e Use secure passwords
e Check for breached passwords
e Use multi-factor (or passwordless) authentication

Devs:

e Allow multi-factor (or passwordless) authentication

e Defense in depth
o Brute Force protection
m CAPTCHAs
m IP Mitigation
o Identify leaked passwords
o Keep usernames secret
o Notify users about security events
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OWASP Top Ten / / Insecure APIs Top 10

1. Broken Access Control | JWT Attacks —
2. Cryptographic Failures XSS-Phishing
3. Injection ..

: ~__—— Web Race Conditions
4. Insecure Design
5. Security Misconfiguration = Public S3 Buckets
6. Vulnerable and Outdated Components
7. Identification and Authentication Failures log4shell
8. Software and Data Integrity Failures \
9. Security Logging and Monitoring Failures Credential
®. Server-Side Request Forgery (SSRF) Stuffing
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Learn from the
mistakes of others

Consider security from
the beginning and
continuously

Keep up-to-date with
threats and check with
your attack surface




inovex is an IT project center
driven by innovation and
quality, focusing its services

I h a n k yo u ! on ‘Digital Transformation’.

e founded in 1999
e 500+ employees
e 8 offices across Germany

C@ /cIemens—huebner)
CX @CIemensHuebner)
| ( cIemens.huebner@inovex.de)

O\ @ @clemens@infosec.exchange)

C@ @inovexlife ) ( bIog.inovex.de) 0
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www.inovex.de
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